
The European Union’s General Data Protection Regulation (GDPR) comes into force on May 25, 2018 and has been described as the most significant overhaul to data 
protection laws in a generation. The regulation applies to organizations worldwide that offer goods or services to individuals in the EU, and the penalties for 
non-compliance are severe. In replacing the outdated 1995 Data Protection Directive, GDPR recognizes the impact that the Internet and other new technologies have 
had on the data we hold and how we share it. Companies must view this as an opportunity to develop and implement data governance, protection and privacy in line 
with consumer expectations. This illustration outlines key steps in managing third party data privacy risk under GDPR requirements.
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WITH CONTRIBUTIONS FROMDEVELOPED BY

SEGMENT
Triage all third parties and exclude those 

with no data privacy risk. Sort the 

remaining parties according to their 

legal basis for processing the 

information and by risk level.

· INITIAL SCREENING

· DUE DILIGENCE

· RISK RANKING
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Adequate third party processor controls

Records of processing activities

Security and resiliency of processing

Personal data breach response readiness

Data protection impact assessment

Data protection officer designation
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We’ve tested all critical 
processors’ controls
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OBJECTIVES

Pull a report on 
processors we need 
to replace based on 

geography risk.
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INFO HANDLING >

DATA STORAGE >

CHANGES
TRACKING

CONTRACTS >

BUSINESS ACTIVITIES >

THIRD PARTY OWNER >

HIGH RISK

LOW RISK >

MEDIUM RISK >

HIGH RISK >

ISSUES IT

SOCIAL NEWS

We need to track any 
changes in our 

processors' ownership, 
locations and operations.

Identify GDPR 
compliance

contacts

INITIAL
SCREENING

DEEPER
INQUIRY

RISK
RANKING

No Risk
Nothing Further

Detailed
Questionnaire

PII + THIRD PARTIES

These don’t
present any risk.

ONGOING
MONITORING
Employ technology-supported 

ongoing monitoring for higher risk 

levels, including virtual and on-site audits 

where needed.

· RISK-BASED MONITORING

· DATA HYGIENE REVIEWS

· AUDITS
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REMEDIATION
Correct any deficiencies in third party 

controls and consider whether to limit

 data processing by risky third parties.

· SCHEDULED IMPROVEMENTS

· RESTRICTED ACTIVITIES

· GEOGRAPHIC LIMITATIONS

Send questionnaires appropriate to each

third party category. Evaluate questionnaire 

responses to determine quality of data 

hygiene. For critical and high risk 

relationships perform in-depth testing 

of control design and operation.

· DOCUMENTATION

· SCORING

· ENHANCED EVALUATION

RISK-BASED MONITORING

DATA HYGIENE
REVIEWSAUDITS
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CONTROLLER OR PROCESSOR?
CONTROLLER: 
The data controller is the person (or business) 
who determines the purposes for which, and the 
way in which, personal data is processed. 

PROCESSOR:
The data processor is anyone who processes 
personal data on behalf of the data controller 
(excluding the data controller’s own employees).

WARNING!
GDPR applies to both data controllers and 
data processors and penalties can be 
imposed on one or both parties depending 
on their degree of responsibility

Penalties can be severe – up 
to 20 million Euros or 4% of 
group worldwide turnover 
(whichever is greater).

PRIVACY CONTROLS
ENCRYPTION >

ACCESS CONTROL >

RETENTION/DISPOSAL >

USAGE LIMITATIONS >

ACTIVITIES

WHAT YOU NEED TO KNOW

· Whose data is being handled? 

· What type of data is involved?

· When was it obtained?

· Where is it being processed?

· Why is it being processed?
OVERSIGHT


