Third Party Management Series

Third Party Anti-Corruption Management

Managing third parties for bribery and corruption risk requires a consistent, technology supported approach to assessing risk, conducting
due diligence and analysis, delivering training, invoking controls, ongoing monitoring, and periodic re-evaluation. A consistent method to
risk score each relationship and a book of record for each third party ensures a systemic understanding of relevant information and a well

documented audit trail
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Third parties without identified material corruption risk are
on-boarded then continuously monitored for change in risk
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Q CONDUCT DUE DILIGENCE

Evaluate and document the level of risk for each party:

e Relationship assessment by the line of business

¢ Due diligence questionnaire from the third party

e Screen for disbarred individuals/businesses, political exposure, negative news
and state ownership

e Conduct enhanced due diligence as necessary

e Auto

matically re-score the relationship after the due diligence has
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e Define required contract clauses and audit rights;
apply stricter controls and more frequent monitoring to higher risk

entities, individuals and contracts

e Administer training for different third party audiences considering cultural issues and role-specific needs
e Require third party attestation to code of conduct
e Require periodic re-evaluation appropriate for each risk level

e Document all actions and decisions

CLOSE THESE COMMON LOOPHOLES

MANAGE / CONTROL

¢ Investigative background reports leveraging
local data sources

anti-corruption capability and
maximize human capital

REMEMBER OVERSIGHT AND ORGANIZATION
Ensure availability of resources and assignment of responsibili-

ties and authority to:

and entity values

e Develop and update standards based on legal requirements

Focus on ‘Fourth’ Parties

Determine if goods and services are being delivered directly by the third
party or subcontracted to a fourth party

Audit the controls that are in place to vet and manage subcontractors
Contractually require third parties to get your approval to utilize
subcontractors, potentially with conditions

Collect fourth party data from your third parties

1. Assess All Third Parties

e Don't leave out those you think of as "just vendors"

¢ Integrate with enterprise systems to establish a closed
loop that feeds every third party into the process

¢ Implement an automated on-boarding system to apply
selection, vetting and oversight controls

2. Manage Multi-level Relationships 3.

e Don't stop at the business entity level; consider the individual 3
relationships (contracts, engagements, SOWs, etc.)

¢ Evaluate every touch point; there may be multiple parties to a 3
relationship from your side and from the third party, buried in
different divisions, subsidiaries, geographies

Define and ensure compliance with risk ranking and control
processes

Determine response and remediation when red flags arise
Deliver reports and respond to requests for information from
governing bodies
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