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Ethical Al in Action: Transforming
Source-to-Pay Processes Responsibly

Introduction

In today’s rapidly evolving digital landscape, artificial intelligence (Al) is revolutionizing

the way businesses manage their spend, offering unparalleled opportunities to optimize
costs, improve efficiency, and ultimately, multiply margins. For companies navigating the
Source-to-Pay process, Al-driven solutions can transform everything from procurement and
invoicing to supplier management and risk assessment. However, the potential of Al must be
harnessed with a steadfast commitment to ethics and purpose, ensuring that technological
advancements do not compromise data security, privacy, or fairness.

Coupa recognizes the ethical deployment of Al is not just a regulatory necessity but

a cornerstone of building trust and long-term success. As we integrate Al into spend
management solutions, we prioritize protecting customer data. Coupa firmly commits to
not training public Al models on customer data or processing it on unauthorized third-party
services. This policy guarantees that our customers can leverage the full power of Al to
enhance their operations without the worry of data misuse.

Customer Contributed Data Powers Coupa Al Innovations

15 years ago our customers gave us permission to leverage their data for the greater
good of the community. It is based on $6T of spend data across 15 years and a network
of 10+ million suppliers and buyers. Since the data was sourced ethically, privately, and
securely the data is current and clean. Customers trust the outputs of our community
insights, Al models, prescriptions, and recommendations, because they are based
customer permissioned data and the best practices of over 3,000 customers.

In this paper, we delve into the critical importance of ethical Al in spend management
solutions. We explore how Al can dramatically improve margins by providing deep insights
and automation capabilities, while also addressing the ethical considerations essential to
maintaining trust and integrity. By adhering to stringent ethical guidelines and prioritizing
data protection, Coupa ensures that businesses can innovate responsibly, driving efficiency
and growth in a way that is both sustainable and secure.
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o Introduction to Ethical Al

Ethical Al is the development and deployment of Al systems in a manner that prioritizes
fairness, transparency, accountability, and the protection of privacy. It encompasses
practices that ensure Al algorithms do not perpetuate biases, violate privacy, or operate
without clear accountability mechanisms.

In the context of business processes, particularly in the Source-to-Pay (S2P) cycle, ethical Al
involves using data responsibly to avoid discrimination, ensuring that automated decisions
are explainable and auditable, and maintaining the highest standards of data security. This
holistic approach ensures that Al technologies contribute positively to business objectives
while safeguarding the rights and interests of all stakeholders involved.

In the Source-to-Pay process, the use of Al can significantly enhance efficiency, accuracy,
and strategic decision-making. However, without a strong ethical framework, the
deployment of Al in S2P can lead to unintended consequences such as biased supplier
evaluations, privacy infringements, and opaque decision-making processes. Ethical

Al is crucial today because it builds trust with suppliers, partners, and customers by
demonstrating a commitment to fair and transparent business practices. Moreover, as
regulations around data privacy and Al usage become increasingly stringent, adhering
to ethical Al principles helps organizations mitigate legal risks and maintain compliance.
Ultimately, ethical Al in the S2P process not only drives better business outcomes but also
fosters a more inclusive and equitable marketplace.
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Coupa Software supports the ethical use of Al through a comprehensive approach that
prioritizes data protection, transparency, fairness, and accountability.

1. Data Protection: Coupa is committed to safeguarding customer data by ensuring it is
never used to train public Al models or processed on unauthorized third-party services.
This strict policy helps prevent data misuse and maintains the confidentiality and integrity
of customer information.

2. Transparency and Explainability: Coupa emphasizes the importance of transparency
in its Al algorithms. By making Al-driven decisions explainable and auditable, Coupa
ensures that users can understand and trust the outcomes generated by the system. This
transparency helps businesses make informed decisions based on Al insights.

3. Bias Mitigation: Coupa actively works to prevent bias in its Al models. By continuously
monitoring and refining algorithms, Coupa strives to ensure that its Al solutions do not
perpetuate or amplify existing biases, leading to fair and equitable treatment of all
suppliers and stakeholders.

4. Ethical Guidelines and Governance: Coupa adheres to stringent ethical guidelines
and governance practices. The company’s commitment to ethical Al is embedded in
its development processes, ensuring that all Al innovations are created with a focus on
responsible use and ethical considerations.

5. User Empowerment: Coupa provides tools and features that empower users to have
control over Al-driven processes. This includes options for customization and the ability
to review and adjust Al-generated recommendations, ensuring that human oversight
remains integral to decision-making.

“Through these measures, Coupa Software not only maximizes the benefits of Al
for its users but also ensures that these technologies are deployed responsibly,
ethically, and in alignment with the highest standards of integrity and trust.”

— Brent Sisson, sr. Director, Product Management, Data | Al | ML Platforms
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Community Data Collaboration: The Foundation for Ethical Al

Coupa is unique in its ability to provide our customers with aggregate metrics and data points
derived from spend under management on the Coupa platform, thus helping customers
compare their performance and improve their spend processes.

Coupa leverages insights from its vast customer community (combining over $6 trillion of
global customer cumulative spend) to enhance the ethical use of Al. By incorporating feedback
and best practices from diverse industries and use cases, Coupa continuously improves its

Al solutions to better meet ethical standards.

Coupa leverages the power of the collective in three important ways:

« Pooling spend power, to provide pre-negotiated pricing and savings with a host of
preferred suppliers thanks to Coupa Advantage

« Pooling data, to provide unprecedented strategic and operational insights paired with
prescriptive actions thanks to Al-powered Community Insights;

+ Pooling brainpower, to connect spend management professionals for collaboration,
best practices, and knowledge-sharing

As Machine Learning (ML) and Artificial Intelligence (Al) are transforming businesses in today’s
data-driven environment, Coupa has developed leading-edge capabilities to normalize data
(restructure it to a standard format), detect patterns, and embed insights throughout the
Coupa platform. By uncovering insights from applying ML and Al principles, we are delivering
innovative product offerings to our customers.

Since Al requires large amounts of data to train Al models, Coupa'’s big data set yields results
unavailable anywhere else. Coupa combines over $6 trillion of global customer cumulative
spend with the full range of different Al technologies carefully applied to the problem at hand
to unlock value for customers that would be unachievable on their own.

Applying an Ethical Al Framework to Generative Al

Generative Al shares similarities with other forms of Al in some key aspects. Like other Al
approaches, generative Al relies on learning from data to analyze patterns and information
within the training data. It utilizes algorithms and models to generate outputs based on the
learned patterns and rules, involves decision-making, and utilizes the learned patterns and
rules to make those decisions. This allows it to determine the appropriate output based on input
data or conditions. Additionally, generative Al can employ optimization techniques to enhance
its performance. It can learn and improve from new data by refining its models and algorithms
through feedback or additional training, leading to improved performance over time.
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There are some key areas where Generative Al should be looked at differently. Unlike many
other Al approaches, generative Al often utilizes unsupervised learning techniques, enabling
it to learn patterns and generate content without explicit guidance or labeled data. It can
also synthesize new data that resembles the training data, generating realistic samples
that capture the underlying characteristics. Additionally, generative Al excels in exploration
and variation, capable of producing a diverse range of outputs within a given domain,
allowing for the exploration of possibilities and alternative solutions.

Since Generative Al has some unique considerations, let’s look at how we apply our
general Al framework to its capabilities:

Accountability: Generative Al introduces unique challenges in accountability due to its
ability to create new content. Coupa has established clear guidelines and policies to
prevent the generation of harmful, biased, or unethical outputs. This requires rigorous
testing, validation, and ongoing monitoring to hold the Al system accountable for its
generated content.

Security: Generative Al may raise security concerns as it has the potential to generate
realistic but synthetic data, which can be exploited for malicious purposes. Coupa has
security measures implemented to protect against unauthorized use or manipulation of the
generative Al system and its outputs. This includes restricting the scope of the Generative
Al's reach to problems that have a human in the loop for control as well as audit purposes.

Safety, Fairness, and Equity: Coupa’s Generative Al has and will be designed to ensure
that the generated content does not pose safety risks or perpetuate bias or discrimination.
Special attention has and will continue to be given to avoid generating content that could
harm individuals.

Transparency: Transparency is critical in generative Al to build trust and understand

the system’s capabilities and limitations. Clear documentation will be provided to users,
explaining the generative Al processes and data sources so that users are informed about
the origin and nature of the generated content.

Human Oversight and Monitoring: Generative Al demands increased human oversight and
monitoring. Coupa’s human-in-the-loop methodologies ensure that human intervention

is incorporated to review and validate any generated outputs in the product. This is, of
course, accompanied by regular monitoring to detect any deviations, biases, or unintended
consequences.

Validity and Robustness: Just like any other Al system. rigorous testing, validation, and
evaluation processes are followed to ensure that the generative Al system consistently
produces accurate, reliable, and meaningful outputs, meeting the intended objectives.
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9 Ethical Al Considerations in Spend Management

Addressing ethical challenges related to Al

Coupa addresses specific ethical issues related to Al in procurement, supplier management,
and expense management through a combination of stringent policies, transparent practices,
and advanced technological safeguards.

1. Bias and Fairness in Procurement

Issue: Al algorithms can inadvertently perpetuate or exacerbate existing biases, leading
to unfair treatment of suppliers.

Coupa’s Approach:

+ Data Diversity: Coupa ensures that its Al models are trained on diverse datasets
that represent a wide range of suppliers and scenarios. This helps mitigate bias and
promotes fairness.

+ Continuous Monitoring and Adjustment: Coupa continuously monitors Al outputs for
signs of bias and adjusts algorithms as necessary to ensure equitable treatment of
all suppliers.

« Transparent Criteria: Procurement decisions made by Al are based on transparent,
objective criteria. Coupa provides insights into how decisions are made, allowing
users to understand and trust the Al's recommendations.

2. Data Privacy and Security in Supplier Management

Issue: The use of Al in supplier management involves processing vast amounts of
sensitive data, raising concerns about data privacy and security.

Coupa’s Approach:

- Data Protection Policies: Coupa adheres to stringent data protection policies,
ensuring that customer and supplier data is securely stored and processed. Coupa
commits to never using customer data to train public Al models or processing it on
unauthorized third-party services.
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(continued)

» Encryption and Access Controls: Sensitive data is encrypted, and access is tightly
controlled to prevent unauthorized use or breaches.

« Compliance with Regulations: Coupa ensures compliance with global data privacy
regulations such as GDPR and CCPA, providing customers with confidence that their
data is handled responsibly.

3. Transparency and Accountability in Expense Management

Issue: Al-driven expense management systems must be transparent and accountable
to ensure that expense claims are processed fairly and accurately.

Coupa’s Approach:

» Explainable Al: Coupa’s Al models are designed to be explainable, meaning that
users can understand how decisions are made. This transparency helps build trust
and allows for human oversight.

» Real-Time Alerts and Audits: Coupa'’s Al-driven expense management includes
real-time alerts for suspicious activities and comprehensive audit trails. This
ensures that all transactions can be traced and reviewed for compliance.

« User Empowerment: Coupa provides tools that allow users to review and appeal
Al-driven decisions, ensuring that the final control remains with humans.

4. Fraud Detection and Ethical Use of Data

Issue: Al used for fraud detection must balance effective identification of fraudulent
activities with respect for user privacy and ethical data use.

Coupa’s Approach:
« Community Intelligence: Coupad’s fraud detection leverages anonymized
data and insights from its broader user community to identify patterns
without compromising individual privacy.
« Ethical Data Use: Coupa strictly controls how data is used for Al training, ensuring
it is only used in ways that are ethical and compliant with customer agreements.

« Advanced Machine Learning: Coupa uses advanced machine learning techniques
that go beyond traditional rule-based systems, improving accuracy while
minimizing false positives and respecting user privacy.
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CASE STUDY: USO
Use Case: Al-Powered Procurement Optimization for USO

Details: Coupa implemented its spend management platform for the United
Service Organizations (USO), transitioning them from paper-based procurement
to a digital system. This enabled greater visibility, flexibility, efficiency, and cost
savings in the USO'’s procurement processes.

USO leveraged Coupa'’s Al and machine learning capabilities
for the following benefits:

» Fraud Detection: Analyzed transaction patterns and deviations to identify
suspicious behavior and potential fraud.

» Sourcing Recommendations: Provided Al-driven recommendations for
maximizing buying power based on aggregated spend data across its
customer base.

« Supply Chain Optimization: Optimized supply chains to reduce carbon
emissions while maintaining profitability.

Ethical Considerations:

« Coupd’s Al is powered by community-generated data, which is anonymized
and aggregated across its customer base. This approach ensures that
individual customer data privacy is maintained while enabling Al-driven
insights and recommendations.

Impact: The implementation of Coupa’s Al-powered spend management
platform had the following positive impacts for the USO:

+ Increased Efficiency: Streamlined procurement processes, enabling greater
efficiency and timely decision-making.

+ Cost Savings: Optimized sourcing and supply chain operations, leading to
significant cost savings for the organization.

+ Sustainability: Reduced carbon emissions through supply chain optimization
while maintaining profitability.

» Fraud Prevention: Enhanced fraud detection capabilities, protecting the
organization’s resources and ensuring ethical business practices.
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(continued)

5. Ethical Guidelines and Training

Issue: Ensuring that Al development and deployment adhere to ethical standards
requires a well-defined framework and ongoing training.

Coupa’s Approach:

« Ethical Al Framework: Coupa has established an ethical Al framework that guides
the development and deployment of its Al technologies. This framework includes
principles of fairness, transparency, accountability, and data protection.

» Employee Training: Coupa invests in training its employees on ethical Al practices,
ensuring that everyone involved in Al development and deployment understands
and adheres to these principles.

» Stakeholder Engagement: Coupa engages with customers, partners, and industry
experts to continuously refine its ethical Al practices and stay ahead of emerging
ethical challenges.

Through these comprehensive strategies, Coupa addresses the ethical issues
associated with Al in procurement, supplier management, and expense management,
ensuring that its Al solutions are not only effective but also fair, transparent, and
respectful of data privacy.

e Data Privacy & Security

Coupa Software implements best practices for data privacy and security to protect
customer data and ensure compliance with regulations. These practices encompass a wide
range of measures designed to safeguard data integrity, confidentiality, and availability.

For more information on Coupa’s Data Privacy and GDPR Compliance click here.
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Q Future Trends in Ethical Al

Future trends in Ethical Al in the S2P process are expected to focus on enhancing
transparency, fairness, accountability, and privacy, while leveraging advanced
technologies to optimize procurement and supplier management.

Here are some key trends to watch:

1. Enhanced Transparency and Explainability

« Explainable Al (XAl): Future Al models will prioritize transparency, enabling
stakeholders to understand and trust Al-driven decisions. This includes making the
decision-making process more interpretable and providing clear justifications for Al
recommendations.

« Regulatory Compliance: As regulations around Al transparency evolve, companies
will adopt more transparent practices to ensure compliance and build trust with
stakeholders.

2. Bias Detection and Mitigation

« Advanced Bias Detection: Al systems will incorporate more sophisticated techniques
for detecting and mitigating bias, ensuring that procurement decisions are fair and
unbiased.

« Diverse Training Data: Efforts to use more diverse and representative datasets for
training Al models will increase, reducing the risk of inherent biases.

3. Ethical Al Frameworks and Standards

* Industry Standards: Development and adoption of industry-wide ethical Al
frameworks and standards will become more prevalent, guiding companies
in the responsible use of Al.

+ Certification Programs: Certification programs for ethical Al practices will emerge,
providing a benchmark for companies to demonstrate their commitment to
ethical Al use.

© 2024 Coupa Software. All rights reserved. ETHICAL Al IN ACTION: TRANSFORMING SOURCE-TO-PAY PROCESSES RESPONSIBLY 10



{;}Coupa | Make Margins Multiply ™

(continued)

4. Data Privacy and Security Enhancements

» Privacy-Preserving Al: Techniques such as differential privacy and federated
learning will be increasingly used to protect sensitive data while still enabling Al-
driven insights.

« Stringent Security Measures: Enhanced security protocols will be implemented to
protect data from breaches and unauthorized access, ensuring that Al systems
adhere to the highest data privacy standards.

5. Al Governance and Accountability

« Governance Frameworks: Companies will establish robust Al governance frameworks
to oversee the ethical use of Al in procurement and supplier management. This
includes setting up Al ethics committees and accountability mechanisms.

» Human-in-the-Loop Systems: Incorporating human oversight in Al-driven processes
will become more common, ensuring that critical decisions are reviewed and
validated by humans.

6. Real-Time Ethical Audits

« Continuous Monitoring: Al systems will include capabilities for real-time ethical
audits, continuously monitoring and evaluating Al decisions to ensure they adhere to
ethical guidelines.

« Automated Compliance Checks: Al-driven compliance checks will be integrated
into procurement workflows, automatically flagging and addressing any ethical
concerns.

7. Collaborative Al Models

« Community Intelligence: Leveraging collective intelligence from a community
of users to enhance Al models, ensuring that they are trained on diverse and
comprehensive datasets.

« Collaborative Platforms: Platforms that facilitate collaboration among companies,
suppliers, and other stakeholders will emerge, promoting shared ethical standards
and practices.
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(continued)

8. Focus on Long-Term Impact

 Sustainable Al Practices: Al models will be designed to consider long-term impacts,
promoting sustainability and ethical considerations in procurement decisions.

+ Impact Assessment: Regular assessments of Al's impact on various stakeholders,
including suppliers and communities, will become standard practice.

Q Coupa Software’s Commitment to Ethical Al

At Coupa, we recognize the transformative power of artificial intelligence in revolutionizing
the source-to-pay process. Our commitment to ethical Al is not merely an aspiration but

a foundational principle guiding our innovation. We are dedicated to ensuring that our Al-
driven solutions are secure, transparent, and fair, aligning with the highest ethical standards.

As we continue to innovate, we remain steadfast in our promise to protect customer data,
prevent misuse, and foster a collaborative environment where trust and integrity are
paramount. Our efforts to build a diverse and inclusive Al community, coupled with our
robust governance frameworks, ensure that our Al solutions not only drive efficiency and
cost savings, but also uphold the values of equity and accountability.

“By prioritizing ethical considerations in Al development and deployment,
Coupa is leading the way in setting new benchmarks for responsible
innovation in the Source to Pay industry. We are committed to helping our
customers navigate the complexities of Al with confidence, knowing that their
data is secure and their business practices are ethical.”

= Fang Chang, Chief Product Officer and Executive Vice President, Coupa Software

© 2024 Coupa Software. All rights reserved. ETHICAL Al IN ACTION: TRANSFORMING SOURCE-TO-PAY PROCESSES RESPONSIBLY 12



